Contabo VPS setup

This document provides instructions for creating a new VPS at Contabo. Installation is straightforward,
except that you will need to create a 'custom image' area to hold the SwimAdmin image before
installation. However, port 25 is already open, and there is no additional firewall to disable, which
simplifies installation.

Contabo is based in Germany, but will accept payment in Sterling or Euros. However, Sterling (and
USD) prices are currently marked up by 30-35% compared to the Euro price. You can instead pay
directly in Euros by card, in which case you will be responsible for transaction and conversion costs.
You will need to decide what currency to use before registration, because this cannot be changed after
registration. The currency issue is the only significant disadvantage to using Contabo; the hardware
itself is modern and cheap®.

Contabo is currently (June 2023) charging €5.99 per month for a 'Cloud VPS S', if you pay in Euros. The
setup fee is also €5.99. With VAT, this comes to €14.38, which is charged to your card during the setup.
There is an additional €1.19/month charge for storing custom images at Contabo (SwimAdmin is a
custom image). You have to accept this charge when loading the custom image to Contabo, but you
can delete the image and cancel the storage service when installation has completed.

1 ENABLE CUSTOM IMAGES

After registration, you should start by enabling custom images. Select Custom Images in the control
panel menu, and click Order Custom Image. This produces a pop-up, which will ask you for a payment
for the additional storage. This order may take 10 or 15 minutes to complete; when the storage is
ready, the Order Custom Image text changes to Add Custom Image. While waiting, proceed to Step 2.

2 PROVISION THE VPS

Click VPS in the New Order menu, and select the 'Cloud VPS S'. This has 4 vCPU cores, and 8GB RAM.
The installation page currently has 7 sections, which are numbered as follows:

1. Set Select your term length as required. All costs shown here are for a one-month term

2. Under Region, select your preferred region. This defaults to Germany, but you can select the
UK datacentre at a slight cost increase (currently €1.20/pcm). You may wish to do this for
legal reasons (your 'external' emails will remain in the UK), but there is otherwise no
disadvantage to locating the server in Germany

3. Under Storage type, select 50 GB NVMe. This is faster than the 200 GB SSD alternative. The
0623 image is limited to 20 GB, so there is no advantage to selecting the higher storage size

4. Under Image, select Popular, and then Custom Images

5. Since you are using a custom image, Login and password for your server is not relevant

6. Leave the Networking section at its defaults (no private networking, and one IP address)

! The cheapest way to use Contabo is to set up a Euro account at an online bank, or Revolut. This allows you to
pay directly with no transaction or additional conversion costs.
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7. Do not select any Add-ons

Click Next, and authorise payment. Now click Order & Pay. The web page states that it might take up
to 3 hours to provision the VPS, but it is likely to be ready within a minute or two.

3 IMAGE DOWNLOAD

You can return to the dashboard by clicking My Account. Select Custom Images. Wait until Add custom
image is available, and proceed as follows.

Click Add custom image, and fill in the form as shown in Figure 1 below:

Custom Images Standard Images

control panel

) Your services

) Customer details

) API @

» Custom Images
) Object Storage €
) Private Networking
» Unpaid Orders

» Data Processing 4
» Billing | https://swimadmin.co.uk/data/swimvps-0623.qcow2 ‘
» Payment Method
Y Server control

» VDS control
N [swims 0623 \
) IP Management

) OS reinstalls ?S e @
) Domains

) DNS Zone Managy
) Reverse DNS Mai|
) Tutorials

» FAQ | 0623 ‘

Add Custom Image

Image URL * @

Image Name * @

| Linux - ‘

Version * @

Description @

New Order [swmaarn |

) vPs

) Storage-VPS
» VoS Upload Cancel
) Object-Storage
) Server

) Outlet-Server
) Webspace Package y
» Domain

Figure 1: Add custom image #1

The required image is shown hereas https://swimadmin.co.uk/data/swimvps-0623.qgcow?2.
You can instead navigate to https://swimadmin.co.uk/data, and copy a link to another image,
but swimvps-0623.qgcow2 is guaranteed to be the most recent image.

Click Upload; on success, the image will show as 'Downloaded":
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control panel

) Your services

) Customer details

) APl

» Custom Images &%

) Object Storage &=

) Private Networking &2

¥ Unpaid Orders

) Data Processing Agreement

Custom Images Standard Images
L N - Uploaded Quick
Image Name Status 0S Type Description Version Image Size Dat Action
Swimvps 0623 @ Downloaded Linux SwimAdmin 0623 1.37GB Jun 10, 2023 Ve

Rows Per Page 10 - 1-1 of 1 4 >

Add custom image

Figure 2: Add custom image #2

The status shows the download progress, with a percentage indicator. However, this does not work
well, and you may need to refresh the page to follow the progress of the download. It should complete

in 5 minutes or less. When the download has completed, proceed to Step 4.

4 INSTALL THE IMAGE

Click on VPS Control in the Control Panel menu. This produces a new popup, as shown in Figure 3:

control panel

» Your services

» Customer details

) APl

) Custom Images &=

» Object Storage &2

) Private Networking @2

) Unpaid Orders

) Data Processing Agreement
¥ Billing

) Payment Method

) Server control

) VDS control

) VPS control

) IP Management

» OS reinstalls

» DNS Zone Management

? Reverse DNS Management
) Tutorials
) FAQ

New Order

) vps

) Storage-VPS

» VvDs

) Object-Storage

) Server

) Outlet-Server

) Webspace Package
» Domain

VPS control

This is a list of your Virtual Private Servers (VPS) and controls which are independent from the operating system of the regarding VPS.

+ Restart - powers your VPS off and on again. If your operating system is still accessible please consider to perform the reboot through it rather
than using this option to avoid possible issues with a sudden cut off.

» Start - boots your VPS if it has been stopped previously.

+ Stop - shuts down your VPS. Please be advised that this does not ends or suspends the subscription of the regarding VPS.

+ Cloud-init - toggles enhanced features for cloud-automation and security on/off for reinstall

» Reinstall - performs a reinstallation of the regarding VPS. Please be advised that all data will be deleted in the process.

*» Rescue system - starts a rescue system to fix your operating system or recover your data.

+ Snapshots - captures the state of the regarding VPS and stores it for later rollback. Please be advised that snapshots are a feature available
only for certain VPS, that they do not substitute proper backup of your data (i.e. non-scheduled, only full rollbacks, no single file recovery) and
that they will be automatically deleted after 30 days (see detail view).

+ Snapshots Rollback - applies a snapshot to the regarding VPS. Accessible in the Snapshots detail view. Please be advised that all data on
the VPS will be replaced with the data of the snapshot, there's no guarantee for this to be successful and in case of multiple snapshots the
rollback of one snapshot will automatically delete all newer snapshots of the regarding VPS.

New VPS/VDS
Server IP Address Region Install VPS/VDS
vmi1327807 89.117.57.168 EU

Rows Per Page 10 - 1-10f1 4 >

No VPS Instances

Order a VPS starting from €8.49 / month

See All VPS Models

Figure 3: VPS Control

Now click Install VPS/VDS in this popup. In the new window, select the Advanced/Custom Image
Installation tab. Fill this in as shown in Figure 4 below:
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control panel Installation - Cloud VPS for 217.76.55.194

¥ Your services Installation

» Customer details

Y AP Standard Installation Advanced/Custom Image Installation
» Custom Images &=
3 Object Storage = @ Custom Image o Standard Image o
) Private Networking &2

) Unpaid Orders Custom Image

» Data Processing Agreement
) Biling

) Payment Method Admin Password @)
) Server control
» VDS control

» VPS control

3 IP Management Q Enable Root User o
» OS reinstalls
» Domains

» DNS Zone Management ‘ Select or create new SSH-key v ‘

‘ swimvps-0623 v ‘

‘ Select or create new password X v ‘

SSH Public Key for User Admin o

» Reverse DNS Management
) Tutorials Cloud-init

) FAQ ‘ Select cloud init template X v ‘

New Order

» VPS

) Storage-VPS
» vDs 4
) Object-Storage
¥ Server

) Outlet-Server m Cancel
) Webspace Package

¥ Domain

Figure 4: Image installation

Note that you only have to select the new image under 'Custom image'; nothing else is required. Click
Install. A popup reports that the installation should complete within 5 minutes; click Ok to be returned
to the VPS Control page. The status icon will show a monitor screen when the installation has
completed. Proceed to Step 5 on completion.

5 REVERSE DNS

You now have to set up reverse DNS. The normal (‘forward') DNS allows a domain name (such as
myswimclub.uk) to be converted to an IP address, to allow your server to be located. Reverse DNS,
as the name suggests, does the opposite. Email service providers (such as Gmail and Outlook) will
generally do a reverse lookup on the IP address they receive incoming mails from, and confirm that
the returned domain name corresponds to the claimed source domain name in the email. If there is a
mismatch, the email is likely to be rejected as spam. The IP address of your server is owned by the VPS
provider, so this action has to be carried out at the VPS provider, rather than the DNS provider.

To set up reverse DNS, click on Reverse DNS Management in the Control Panel menu. This produces a
new popup, as shown in Figure 5 below. There are two rows in the image: the first one is for your site's
IPv4 address, while the second is for your site's IPv6 address. In practice, the IPv6 setup is of little
value, since your club members are unlikely to be able to use it. You should, however, fill in both, by
clicking the pencil icons on the right. The figure shows the entry form after clicking the first icon.

The text entry field should be setto swimvps .myswimclub.uk, where you of course have to replace
the myswimclub.uk portion with your own domain name. Leave the swimvps. prefix unmodified:
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control panel Reverse DNS Management

¥ Your services Manage the reverse DNS (PTR) records for your IP addresses.
» Customer details
y APl IP Address PTR Record

» Custom Images @@ 217.76.55.194 vmi1340258 contaboserver net 7

) Object Storage &= —
. 2a02:c206:2134:0258:0000:0000:0000:0001 vmi1340258.contaboserver.net o 7
) Private Networking &2

¥ Unpaid Orders Add PTR-Record for an IPv6 address

) Data Processing Agreement
¥ Biling

) Payment Method
) Server control

) VDS control

) VPS control

) IP Management
) 0S reinstalls

) Domains Update PTR record information ®

» DNS Zone Management
» Reverse DNS Management Set the new PTR record for IP address 217.76.55.194

» Tutorials
¥ FAQ swimvps.myswimclub.uld

Save Cancel

New Order

» vPs

) Storage-VPS

» VDS

) Object-Storage

) Server

) Outlet-Server

» Webspace Package
» Domain

Figure 5: Reverse DNS #1

Click Save, and repeat for the second row. You need to take some care in this step; if you set up the
reverse DNS incorrectly, it could take a day or more for a correction to propagate around the internet.

On completion, the two rows should look as follows:

Reverse DNS Management

Manage the reverse DNS (PTR) records for your IP addresses.

IP Address PTR Record
217.76.55.194 swimvps.myswimclub.uk _,’
2a02-c206°2134:0258-0000-0000-0000-0001 swimvps myswimclub uk o ; A

Add PTR-Record for an IPv6 address

Figure 6: Reverse DNS #2

6 CANCEL STORAGE SERVICE

You have now completed installation. You can, however, delete the custom image, and cancel the
storage service, to save costs. To do this, select Your services in the control panel menu. This will show
a section for 'Custom Images Storage', with a payment due in one month. Click on Manage, and then
Cancel Service. You should also delete the image from the Custom Images menu item. However, you
will be charged for the first month.
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